Service Details for Secure Storage & Transmission of Patient Identifiable Data
1) Encryption of GP Clinical IT System Backups at Source

	
	EMIS
	Healthy
	INPS
	iSOFT
	Microtest
	Seetec

	Product Purchased
	Symantec Backup Exec Version 12 with the SQL Agent
	Symantec Backup Exec Version 12
	Symantec Backup Exec Version 12
	Symantec Backup Exec Version 12 (upgrade)
	Microtest Encrypted Backup System
	Symantec Backup Exec Version 12

	Support Purchased
	Yes
	No
	No
	Yes
	N/A
	No

	Licence price per practice
	£264.40
	£104.14
	£104.14
	£81.23
	£200.00
	£104.14

	Other Charges
	£30.00
	£20.86
	£30.86
	£33.77
	TBA
	£0.00

	Remote Installation
	£269.74
	N/A
	£155.00
	£225.00
	TBA
	£150.00

	Total Price for remote installation option
	£564.14
	N/A
	£290.00
	£340.00
	TBA
	£254.14

	
	
	
	
	
	
	

	Licence price per practice
	£264.40
	
	£104.14
	£81.23
	
	

	Other Charges
	£30.00
	
	£30.86
	£33.77
	
	

	On-site Installation (based on 1 installation per day)
	£269.74
	
	£425.00
	£450.00
	
	

	Total price for on site installation option (based on 1 installation per day)
	£564.14
	
	£560.00
	£565.00
	
	

	Additional information regarding Hardware requirements
	
	
	Servers installed prior to June 2005 and non-INPS supplied servers require additional hard disk and thus on site installation service:
- For INPS Supplied Intel SC5250 or SC5200 Servers, the additional disk will be either a 160GB SATA / ATA drive at £50 (fitted). 

- For non INPS supplied servers that support Hot Swap SAS discs, a 146GB SAS will be required, and will cost £135 (including installation).

- For other PCT supplied servers, it will be necessary to ask the original supplier to install an additional hard disk drive. 


	
	
	

	General installation information
	Installation activities are:

- Perform pre-installation checks to ensure the install can be performed as a low risk job

- Send customer CD and instructions

- Ring customer confirm install date and instructions (i.e. put CD in server) and ask if they want to know the encryption key

- Perform installation 
- Perform post installation checks (ensure the first backup ran) 

EMIS recommend that a tape validation is undertaken immediately following confirmation that an encrypted backup has taken place.  This is to mitigate the risk that the backup cannot be unencrypted and restored.

If the practice currently takes EMIS’ Tape Validation Service then one of the pre-purchased validations may be used for the validation to confirm the encryption.  If an additional validation is required then a one-off price of £152 will apply
	HSL will provide documentation to PCT’s indicating particular installation procedures that relate to Healthy Software’s application Crosscare in order to ensure successful installation of the Symantec product
	The installation of version 12, and the application of service packs to version 11d, will require one or two server re-boots
	Prior to the installation of a new version of Backup Exec, the iSOFT engineer will identify and record the settings used in the currently installed version.  
The engineer will then remove the previous version. The practice will be asked to ensure all users are logged off the system (at a convenient time) and the server will be rebooted.

Users can recommence using the system.

The new software media will be inserted into the server and the iSOFT engineer will install the new software along with any prerequisites.

Again, at a convenient time, the users will be asked to log-off the system and the server will be rebooted a second time.

The iSOFT engineer will then run a “live update” service whereby the Backup Exec software checks for updates.  Occasionally, this may also require a reboot but is dependant on what software and drivers are already loaded onto the Windows operating systems.  Any reboot will be undertaken to minimise the impact on the Practice.

Finally, the new software will be reconfigured to make use of the settings used in the previous version as appropriate.


	
	Install files will be distributed via our current transfer method and then upgrades will be performed directly on top of the existing version. This allows for all existing configurations of jobs, history and media information to remain and performs an inline upgrade with only the backup services affected

	Remote installation information
	If following reasonable endeavour it is not possible to complete the installation remotely (due to reasons outside of EMIS’ control) and EMIS are required to attend site this will be charged in addition to the remote installation charge at the rate applicable to an on-site installation
	
	- INPS require that a competent IT aware person is at the GP surgery to follow the instructions given by the project team member, following an agreed instruction process.  This person will be required to reconnect the remote sessions following server re-boots, to insert program media, and to insert and remove backup tapes for the test backup
- If a server fails during a remote installation, and cannot be rectified remotely, INPS will charge for a maintenance engineer to attend site to rectify the problems. This will be treated as a “Priority 1 Call Out”, with a target arrival on site time of four working hours. This will cost £300, plus £50 per extra hour after the first two hours.
	For remote installs, there is a requirement for someone at the Practice to load the relevant Backup Exec media into the CD/DVD drive.

Occasionally, when a server is rebooted, there may be messages – such as stuck keys, configuration warnings or other such messages on the server screen which require a member of the Practice Staff to press the <F1> or <Enter> keys to remove before the server can fully restart.


	
	There is no requirement for any involvement from PCT or practice staff for the installation process described above to occur

	On-site installation information
	Where more than one installation can be completed by an engineer on the same day the subsequent installations will be charged at £150
	
	Options available for optimising use of engineering resources will be discussed with the PCT at the time of sale


	
	
	

	Further information
	
	
	Practices that already have Symantec Backup Exec v11d installed require the encryption facility to be enabled that will require an engineering visit but involves no further licence costs
	
	
	All Seetec sites are currently using a version of Symantec Backup Exec. A small number are already using a version that includes encryption and will thus not require v12 to be installed


2) Encryption of data archives on portable devices or exported to other media
	
	EMIS
	Healthy
	INPS
	iSOFT
	Microtest
	Seetec

	Service/Device
	Pocket EMIS
	CD / DVD / USB Flash Media 
	Pocket Vision
	Portable Devices
	Pocket PM for PDA
	USB Storage device

	Proposed Product
	Inchware includes required encryption standards
	Safeboot
	AES 256 Encryption can only be applied to mobile devices running Windows Server 2003, Windows XP Professional SP1 or Windows Mobile 5, or later editions.
	Inchware includes required encryption standards
	TrueCrypt

AxCrypt

Safeboot
	Safeboot

	Proposed  Charges (Additional)
	£0
	£47.00
	£145.00 (per practice)
	
	£100 + £25 annual
	£235 + £128 annual

	Service/Device
	Portable EMIS
	PDA & LAPTOP Remote Media 
	Pocket Vision Laptop Edition
	
	Pocket PM for Notebooks
	DVD backup

	Proposed Product
	Pointsec or NHS encryption tool (evaluation required)
	Safeboot
	AES 256 Encryption can only be applied to mobile devices running Windows Server 2003, Windows XP Professional SP1 or Windows Mobile 5, or later editions.
	
	TrueCrypt

AxCrypt

Safeboot
	Safeboot

	Proposed  Charges (Additional)
	£160.00
	£47.00
	£145.00 (per practice)
	
	£100 + £25 annual
	£235+ £128 annual

	Service/Device
	Palm GP
	Tape Backup - DVD Master produced
	
	
	Evolution Anywhere
	

	Proposed Product
	TBC - evaluation of NHS Encryption Tool required
	Symantec Backup Exec v12
	
	
	TrueCrypt

AxCrypt

Safeboot
	

	Proposed  Charges (Additional)
	TBC
	£475.00
	
	
	TBA
	


3) Secure Courier Service
	
	EMIS
	Healthy
	INPS
	iSOFT
	Microtest
	Seetec

	Proposed Charge (per journey)
	Included in Tape Validation Service otherwise £150.00
	£18.00
	£18.00


	Included in Tape Validation Service
	£105.00
	£105.00

	Service Details
	An Egton driver, CRB checked and complete with ID and uniform, will arrive at the practice in an Egton branded van to collect the media.  It will then be transported to Egton in Leeds, locked in a chassis fixed secured steel storage box for the duration of the journey and the media is returned the same way. Egton’s van is equipped with an immobiliser, sonic alarm, a steel bulkhead - keeping the cargo area safe, rear window grills and high security vehicle locks
	HSL intention to use DHL courier services in relation to the transportation of back-up tapes and other removable media sources. This figure quoted is based on DHL business postage rates. Alternatively HSL could use ‘Government Mail’ which provides a secure transit of data by ‘point to point’ and would be quoted against the specific journey.  
	INPS uses City Link. The service fully tracked, and the standards are as follows.

 

Packages leaving the Bread Factory are scanned by the collecting driver, who also signs the manifest. The packages are placed into a crate which is secured with a serial-numbered seal. The crate is opened at the depot, where the packages are scanned again, before being routed. Thereafter, each package is scanned at each stage of its journey, until it is signed-for on delivery.
 

Collections from practices will have the same level of tracking, although because these are single items, they will not be carried as a sealed batch to the collecting depot. 

	iSOFT use Royal Mail Special Delivery service.
To add an additional layer of security, additional (private) courier services can be offered.  Any additional costs for the provision of this service will be chargeable

	
	We propose to contract an approved point-to-point courier service when transporting clinical data that would meet your approval, such as TNT who already provide this service to DWP


4) Encryption of Drives or Desktops using the NHS Encryption Tool
	
	EMIS
	Healthy
	INPS
	iSOFT
	Microtest
	Seetec

	Proposed Charge
	£160.00/machine
	£47.00
	£256 (for up to 3)
	TBA
	£36.00/workstation
	£250.00/machine

	Notes
	All EMIS clinical servers use some form of RAID, mainly RAID1 but some use RAID5, this makes them incompatible with Safeboot as it is not supported on any system using a RAID configuration.  


	HSL can confirm that the product is compatible with Crosscare. Further testing is required to test against system performance issues.


	Not currently available for servers due to potential performance implications
	Due to the use of RAID Technologies in our server solutions, iSOFT cannot use the recommended NHS Encryption Tool as it is not compatible.  Other alternatives are being investigated.


	-Price subject to assumptions

- Solution for servers not yet evaluated
	Seetec can provide this service as Safeboot users but would presume PCTs will take this work. The use of the NHS Encryption tool will not affect the GPSoC services provided by Seetec, as when configured correctly, the use is transparent to users


Key 

	
	Contracted GPSoC Services

	
	Latest information – not yet contracted
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