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1 About this Document

1.1 Purpose 

All suppliers to NHS CFH are required to have an Information Security Management System (ISMS) in place, in order to provide an appropriate level of governance for the services they provide.  

The purpose of this document is to provide a template for suppliers to describe their ISMS, in cases where the presence of an ISMS is not included in any contractual arrangements (for example in the case of Existing System Suppliers).
1.2 Audience

This document has been written for suppliers needing to evidence their ISMS, for example as part of the NHS CFH Common Assurance Programme (CAP).
1.3 Content

As a template, this document is expected to be completed by system suppliers and submitted as part of the NHS CFH CAP, or as a response to other requirements (such as Requirement 9 of NPFIT-FNT-TO-IG-IGCOM-0102.01 Information Governance Offshore Support Requirements).

Section 2 of this document provides guidance as to the signing authority required for responses to this template.

Section 3 asks about current compliance to the ISO27001 standard.  

In the absence of current compliance to ISO27001, Section 4 provides a series of ISMS topics for which detailed responses describing the suppliers ISMS are required, and asks about plans for achieving ISO27001 compliance.
Note that Section 2 plus either Section 3 or Section 4 is required to be completed.  If an appropriate scope of current compliance to ISO27001 is available and described in Section 3, then an explicit response to Section 4 is not required.

2 Signature
This document must be signed by a senior officer of the organisation, with responsibility for information security
.

	Name of signatory
	

	Position
	

	Company
	

	Contact details
	


Only one of section 3, or section 4, needs to be completed, depending whether the company is currently compliant to ISO27001.
3 ISO 27001 compliance
This section indicates the company’s current compliance to ISO27001.

	If company is ISO27001 Registered, date certificate granted.
	

	Enclose copy of certificate.
	

	Describe the scope of the company’s current compliance to ISO27001.
	


4 ISMS

Both parts of this section should be completed if your organisation is not currently compliant with the ISO27001 information security standard.
4.1 ISMS Strategy
This section covers your strategic direction and planning for your ISMS.
	Describe your plans (including scope and timescales) for achieving ISO27001 compliance
	

	Describe the methods (and their outputs) that you use for deciding on the scope, extent and practice of your ISMS.  For example:

i) what Risk Assessment Process followed by
ii) Risk Treatment Plan that results in a 
iii) Scope (or Statement of Applicability) for your ISMS

Enclose the relevant risk assessment as well as a description of the process.
	


4.2 ISMS Topics

This section contains a number of ISMS topics
. Each should be completed with details of current practices and/or policies in those areas.
	Information Security Policy: describe how your security policies are documented, approved, published, reviewed and updated.
	

	Organization of Security Policy: describe how your company is organized in terms of its approach to information security.
	

	Asset Management: describe how your assets are identified and managed, and how information within your organisation is classified, labelled and handled.
	

	Human Resources Security: describe how your employees understand their responsibilities and how you ensure continued appropriate access to information before, during, and after employment.
	

	Physical and Environmental Security: describe how you prevent unauthorized physical access, damage and interference to your organisation’s premises and information. 
	

	Communications and Operations Management: describe how your organisation ensures the correct and secure operation of information processing facilities, through: 

· operational procedures and responsibilities

· third-party service delivery management

· system planning and acceptance

· protection against malicious code

· backup

· network security management

· media handling

· exchange of information

· electronic commerce services

· monitoring
	

	Access Control: describe how access to information is controlled, through:

· user access management

· user responsibilities

· network access control

· operating system access control

· application and information access control

· mobile computing and teleworking
	

	Information systems acquisition, development and maintenance.  Describe how your organisation ensures that security is an integral part of information systems through:

· security requirements analysis and specification

· correct processing in applications

· cryptographic controls

· security of system files

· security in development and support processes

· technical vulnerability management
	

	Information Security Incident Management: describe how your organisation ensures that information security weaknesses and events are communicated in a timely manner.
	

	Business Continuity Management: describe how your organisation counteracts interruptions to business activities and protects critical business processes from the effects of major failures or disasters, and ensures their timely resumption. 
	

	Compliance: describe how your organisation ensures compliance with organisational security policies and standards.
	


� For example, Chief Information Officer, Chief Information Security Officer


� Note that these topics are drawn from the ISO27001 standard.
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