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Information for NHS Organisations Wishing to Access Results from the National Blood Service via the OpenExeter Web Browser.

Introduction

The purpose of this document is to advise organisations that wish to view online blood test results from the National Blood Service (NBS) via the NHS Information Authority (NHSIA) OpenExeter Web Browser service how to obtain access.

Authorized users are given read-only access to copies of data from the NBS ‘Apex’ system which holds details of results on samples referred to the NBS for antenatal and red cell immunohaematology testing; hereafter called the NBS Test Results Service.  This is in addition to existing reporting mechanisms, which are to be maintained.

Prerequisites

Authorization is managed via a process of certification of individual users by local Caldicott Guardians, and then by the NBS Data Controller.

User organisations must accept responsibility for monitoring and managing appropriate access to and use of the system by their employees.  This may include invoking their Disciplinary Procedure in the event of misuse.

All users must be provided with a copy of the Confidentiality Agreement contained within this pack.  The user application form requires them to sign to say they will abide by it.

Connection Process

Organisations must initially complete Forms A and B, plus one form C for each proposed user, and pass these to the NBS Data Protection Officer for countersignature and forwarding to the NHSIA authentication team.  User accounts will then be created and their details passed to the Primary Contact in the requesting organisation.

Either the Caldicott Guardian or the Primary Contact must register as a User (i.e. complete a Form C) and tick the box to request the Caldicott monitoring reports that will assist them in discharging their responsibility.  The Primary Contact would thereby hold Delegated Caldicott Authority, and so the Form C should be authorized by his or her Caldicott Guardian.  Other users’ forms may be authorized by the Principal User, so long as the Caldicott Guardian signs for the total number of applicants on Form B.

Subsequent additions, changes and deletions of users must be accompanied by forms A and B, to provide assurance that the Caldicott Guardian is aware of the changes.

If the proposed user already has OpenExeter access for another reason, this should be identified by ticking the second box at the top of Form C.  This is to allow the NHSIA to extend access rights for an existing user account, rather then creating a second account for the same individual.

Further information and advice about the connection process is available from the NBS Contact:

Kate Holmes

Data Protection and Information Officer

National Blood Service

Holland Drive

NEWCASTLE UPON TYNE

NE2 4NQ

Office Tel:
0191 219 4581 (diverts to mobile and voicemail)

Office Fax:
0191 219 4524

Home Office Tel:
0191 384 1840

Home Office Fax:
0191 384 1990 (recommended)

Kate.holmes@nbs.nhs.uk
Confidentiality Agreement for Users of the

NBS Test Results via OpenExeter Service

I acknowledge, understand and agree to adhere to the following conditions of access to the NBS Test Results Service via OpenExeter:

· I will maintain the privacy and confidentiality of all accessible data and understand that unauthorized disclosure of personal/confidential data is an invasion of privacy and may result in disciplinary, civil, and/or criminal actions against me.

· I will not disclose the data or information to anyone other than those to whom I am authorized to do so.

· My Username is considered equivalent to my signature, and I am responsible for all system activity made under my Username.

· I will access the System only for the purposes for which I am explicitly authorized.

· On no occasion will I use the System, including personal or confidential information, for any other business purpose or for my personal interest. 
· I will not provide anyone else with access to the System

· My usage of the System will be monitored by the Trust and NBS Caldicott Guardians and/or their Delegated Authorities, and information from the Audit Reports may be passed to my line mangers.

· I will maintain proper password security by not revealing my password to anyone and changing it as required.

· I am informed that the references to personal, confidential and sensitive information in these documents are for my information, but are not intended to specify my obligations under the Data Protection Act (1998).

· Should my employment be terminated or my work in relation to the System discontinue for any reason, I understand that I will continue to be bound by this Confidentiality Agreement

Application for Online Access to

National Blood Service Test Results

Organisations seeking access to online results must complete Forms A, B and at least one copy of Form C (one for each user), then pass to the National Blood Service (details on Form B).

Form A:  Requesting Organisation’s Details


Organisation Name




Address




Organisation Code




(For Hospital Trusts this is normally a 3-character code beginning with R.  If in doubt, consult your Information Department.)

NOTE : This Code will be used as the unique Organisation ID when accessing the System. If you are an existing user of OpenExeter, please specify the Organisation Code(s) that you log in with. )

Primary Contact


Name




Job Title




Tel. No.




Fax No.




email address




Signature



Caldicott Guardian


Name




Job Title




Tel. No.




Fax No.




email address




Signature



Form B:  Reasons for Application for Access




(Organisation name)

requests access to the Open Exeter system for the primary purpose of obtaining results from the NBS Test Results Service, and for the secondary purpose of monitoring usage in accordance with the Data Protection Act (1998) and the Caldicott Recommendations.

I certify that all persons named as data users in the attached Part C forms have justifiable need to access the data for at least one of the reasons shown above.

………………………………………… (insert name) is hereby authorised to access and act upon the contents of the Caldicott Guardian Report, as identified by the tick box on his/her Form C. (Delete this section if the report recipient was identified in an earlier batch of applications.)

I accept overall responsibility for the appropriate use of the NBS Test Results Service by employees of my organisation, and undertake to apply local disciplinary sanctions in the event of a breach of the confidentiality rules.  


Number of Form C


applications attached:




Signed


(Caldicott Guardian)


Date 



On completion, please send Forms A, B, and the recorded number of Form C to:

Kate Holmes

Data Protection and Information Officer

National Blood Service

Holland Drive

NEWCASTLE UPON TYNE

NE2 4NQ

The NHSIA helpdesk (01392 251289) must be notified promptly of any necessary revocations of user access.  The NBS should also be informed, either using Form C or otherwise in writing. 

Form C:  Open Exeter Data User Certificate

Please Indicate Action Required by Ticking Appropriate Box

Create New User

Provide NBS Results Access to Existing OpenExeter User

Change Existing User Details

Delete User











Data User Details (Old and New if Requesting a Change)


Full Name




Job Title




Department and




Organisation


I have read, understood, and agree to abide by the information security and confidentiality rules for users of the  NBS Test Results Service.  I understand and accept that my use of the system will be monitored by NHS staff for the purpose of ensuring the security of the personal data held, and that the results of such monitoring may be disclosed to my line managers.  I consent to the processing of my personal data by the NBS and the NHS Information Authority for the administration and management of my user account.


Signed


Date




(Data User)

Application(s) Requested

· National Blood Service antenatal blood test results (includes access to Patient Details application)

· Caldicott Guardian Audit Report for Organisation

(Primary Contact or Caldicott Guardian only)
Authorization


Signed


Date




(Principal User or Caldicott Guardian)


Countersigned


Date




(NBS Data Controller)
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